O ntelliCentrics

SEC3URE Kiosk Setup Manual

v2.9.5




@ IntelliCentrics

Table of Contents

1.0 Preparing the KiOSK ENVIFONMENL.........cvociiiiiieeeeeteseetes ettt et ae et s be e v e s teesaebessaessesseessessesseessestesssessesseensenns 5
1.1 Kiosk AdMINIStration PrEParationN ...........coeeerererieieieieieeieete sttt ettt st be st s e et et sesbesaesbeseense s enneneeneenens 5
1.1.1 Important AdMINIStration REMINGEIS ........oouiiiiieiiieeereeeee et 5

1.2 KioSK COMPULET PrEPAIALION ......c..ciiiiiiieiietistestertetet ettt sttt ettt ettt et se bt s be b e st e se s e e e e eneeneas 5
1.2.1 Hardware REQUITEIMENTS ........cccuiiiieieiiicieieiteete st etee e steetaeste s e etesbesssestessaessesteessassesseessesseessessesseensessesssensens 5
1.2.1.1 Minimum COmMPULEr REQUIFEMENTS......ccicieiieeeteiteeiesiesteete e ee e s e eaeste e e stesreessesreessessesssessesseenseses 5

O A o 10 (=T =T o [T =T 0= ] £ RS S 5

1.2.2 ProXy CONFIQUIBLION.........ccuiriiieieiet ettt ettt ettt ettt b et b ettt e et e bt e b e s be b sae s e s e e eneeneene 6

2.0 Preparing SECBURE.........ooo ettt ettt b e sttt e st b e bt s e b st et et et e st e bt e bt sbe e b e st et et e s eneeneene 7
2.1 SECBPURE AMINISIIALION .....cvcveviieieiicieteieiisieeetete sttt sttt s st ss st s s s s s s e s st s ssssesesessssssssesesesessssnsnsees 7
2.1.1 Add Kiosk in SEC2URE (Note: This step can be done from any COMPULET) ........cccoevveeverererrirereeneenenn. 7

2.1.2 REqUESE MODIIE PrINTING ...ocviiieiicieee ettt ettt ettt ste et st e et e s be e s e s teeraenbesraessebesreensesreenseseas 9
..................................................................................................................................................................................... 9

2.1.3 Optional: Setup Default Check-in Drop-down SEIECHIONS .........cceevveiiieieciieeeceeee et 9

3.0 Preparing the BIOWSET .......c.cciiiiiierierieteieteit ettt sttt ettt be bt sttt et a et s e e bt e bt et e e b e s e e s e s enseneebeebesbe et e st e s ens et eneens 10
3.1 Browser Settings & COMPALIDIITY ......ooveviriieieiee et b ettt ene s 10
3.1.1 SUPPOILEA BrOWSEE VEISION .....ccviitieieiieeieiesteeteseeeeestesseetesseessessesseesesseessasseessessesseessessesssessesssessessesssenses 10

3.1.2 Set browser’s homepage to https:/kiosk.intellicentrics.Com ... 10

3.2 KIOSK PrINIEE SEIUP ....veetiitietiitietiete st ete sttt et et e s te et e st e e be e besteesa e beeteasbesbeessasteessenbesssesseseesseteeseensesteessenbessnensenns 11
4.0 Preparing the PIINTEE ......c.oiiee ettt ettt te et e st e et et e s be et e beeseesbesbeessesteessesbesssensesbeeasestesssensesteensantessnensenes 12
4.1 DYMO PIINEET .ottt sttt ettt a e bbb b et e e e st e st e bt e bt e b e sb e b et et en s en e ebeebeebe st e be b ennenteneeneas 12
4.1.1 Remove existing DYMO software and fOIAEN ..........ooivieiiiieececee e 12
4.1.1.1 Delete existing Dymo software (If previous Dymo software has been installed)............c..c......... 12

4.1.1.2 Delete the DYMOFOIE .......ocueieieceeece ettt ettt st ettt e sbe et e s beeas et e ersenseneas 12

4.1.2 Download and install the software for the DYMO label printer ..., 12
4.1.2.1 Install Dymo software for all versions of WINQOWS .........cccooieerireneiieeceeee e 12

A e 1010 G T= (1] F PP 14
4.2.1 SEtUP PrINLEN WIth PAPET ..ottt sttt a e st e et e be e et e s saessesteesaansesssensesseensenes 14
o I I ) 41V (@ BT (1 | o RS UPRTRRIN 14

5.0 SettiNg UP The KIOSK ... .ooiieieeee ettt et ettt e st e e e bt et et e e st e eesteeaeenbesteeneenseeneenseeneenseses 15
LI R @] oo [0 1= S0 1] U 15
5.2 Printing @ Test Badge after SEIUP......cccocirieiiceeeseeereste ettt ettt s e e st e s et e sreeseebesseensenns 18

. Need Help? 817-SEC3URE (732-3873) | CustomerService.US@IntelliCentrics.com | IntelliCentrics.com 2



mailto:customerservice.us@intellicentrics.com?subject=SEC3URE%20Kiosk%20Setup
https://intellicentrics.com/contact-us/

IntelliCentrics

(SO ST= To (o (SIS 4 (=T RO 19
6.1 1deNtifyiNg DAAGE SIYIES ..o et b e e e st e et et e s be e st e beess e tesbeensesteereenbesrnensenns 19
7.0 TTOUDIESNOOTING ...ttt bbbttt b e bt s bt e b e e e b et e s e st e bt e bt nb e e b et e s e e e e eneenis 20
7L FAQS et e et e ettt e ettt ettt ee e st r e eee e s eereen 20
7.2 PHINTING FAQS ..ottt et h bt he st b et et a e e bt e bt e bt e bt se e b et e b et e s e es e eb e ebesbeebe st e s et enneneeneeseas 22

. Need Help? 817-SEC3URE (732-3873) | CustomerService.US@IntelliCentrics.com | IntelliCentrics.com 3



mailto:customerservice.us@intellicentrics.com?subject=SEC3URE%20Kiosk%20Setup
https://intellicentrics.com/contact-us/

IntelliCentrics

Welcome! This guide will help you install, setup, and configure your kiosk for use with the SEC3URE service.

IntelliCentrics provides our latest innovation, the SEC3URE GO! eBadge, for
all our healthcare professionals who join the SEC3URE Ethos. You can trust

that the individuals who wear this badge have checked-in and are fully
compliant with your facility requirements the moment they arrive onsite.

Your facility may not even need a kiosk computer and printer. 6\ -

+ There is no hardware to troubleshoot or network connections !

to maintain John Doe
05/15/2021

+ Paper label badges tend to fall off and get lost

John Doe
ACHIE

+ The e-badges are a consistent visual for all healthcare professionals
visiting your facility — instantly determine who is trusted

Your SEC'URE GO! Badge
Is Not Checked In.

Learn more about SEC3URE GO!

Confirm the following BEFORE beginning kiosk setup:

O You must have a SEC2URE Administrator login (access to SEC3URE Facility Area). If you require this access, contact
your facility administrator or your SEC3URE Host Support Specialist.

O You must have administrative rights to the kiosk computer to perform updates or changes.

If someone else is responsible for day-to-day upkeep of the facility’s kiosk, they should also have administrator
rights to the kiosk computer. Updates that occur at the user level may not propagate to other account users.

O If your facility requires an IP address, use these “DNS friendly” registered domain names™:

= https://sec3ure.com

= https://www.sec3ure.com

= https://reptrax.com

= https://www.reptrax.com

= https://wwwl.reptrax.com

= https://kiosk.intellicentrics.com

To take advantage of cloud-based server solutions and improve uptime performance, IntelliCentrics will not utilize static IP
addresses.

If your facility must whitelist IP addresses; this is the IP range for AWS. https://ip-ranges.amazonaws.com/ip-ranges.json

If you use these IP Addresses to whitelist us you must whitelist all that are labeled as "region": "us-east-1". Note: This list will
update periodically and we have no control over when it does.

. Need Help? 817-SEC3URE (732-3873) | CustomerService.US@IntelliCentrics.com | IntelliCentrics.com 4
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1.0 Preparing the Kiosk Environment

1.1 Kiosk Administration Preparation

1.1.1 Important Administration Reminders

e Connectivity to the SEC3URE service is based on directing an Internet browser to a URL only.

SECBURE does not install, own or maintain any hardware or software on the kiosk.
We support all facilities in the ability to setup and configure.
Frequently, Microsoft will send security updates, which can affect the connectivity between SEC3URE
and a facility. Typically, a kiosk will need to be reconfigured when this happens.
If you maintain kiosks for multiple facilities, please ensure you are adding the kiosk to the correct
facility. Failure to add to the correct facility will result in the kiosk needing to be reconfigured.
If your IT department is setting up the kiosk, it is advisable they have SEC3URE Administrator
account and this setup guide.
If your network and kiosk will be using a proxy, your IT department will need to configure the proxy
prior to kiosk setup on the server utilizing “DNS friendly” registered domain names.
Ensure all kiosk settings are cascading to all accounts on the kiosk PC.
“Thin clients” are NOT supported and a designated kiosk computer is required.
Tablets or notebooks such as Google Chromebook or iPad are NOT currently supported.
o Windows tablets are supported if they have full Windows installed and the tablet has a USB
port available to plug the printer into.

1.2 Kiosk Computer Preparation

Ensure these steps are completed so your kiosk computer is up to date and ready for installation.

1.2.1 Hardware Requirements

1.2.1.1 Minimum Computer Requirements

e Operating System: Microsoft Windows 8.1 or above (11 preferred)

e Internet access for DYMO label printers: Internet connection using the latest versions of
Microsoft Edge (Chromium), Google Chrome, or Mozilla Firefox

e Adobe Reader: Latest Adobe Reader installed on the kiosks: www.adobe.com

1.2.1.2 Printer Requirements

m Wired (USB) printing from the kiosk:

e DYMO LabelWriter 550 & 550 Turbo (USB connected)
Download the 500 series User Guide directly from DYMO

[Please note: The 500 series MUST use official (Authentic) DYMO LW labels. This allows the
DYMO application to monitor how many labels remain on the roll.]

e DYMO LabelWriter 450 & 450 Turbo (USB connected)
Download the 450 series User Guide directly from DYMO

[Please note: The 400 series has been discontinued and the 450 series support is
in the process of being phased out.]

. Need Help? 817-SEC3URE (732-3873) | CustomerService.US@IntelliCentrics.com | IntelliCentrics.com 5
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Labels:

Logo badge: 30857 or 30256

Stop sign badge: 30911 or 30856

A note concerning Brother label printers (QL-820NWB, QL-710 & 720 NW series):
Brother label printers would only function when setup and configured through

Internet Explorer 11. Since Microsoft has discontinued all support for IE11, we can no longer
recommend the Brother label printers.

1.2.2 Proxy Configuration

e If your facility requires an IP address, use these “DNS friendly” registered domain names*:
.sec3ure.com, .reptrax.com, & .intellicentrics.com

e To take advantage of cloud-based server solutions and improve uptime performance, IntelliCentrics
will no longer utilize static IP addresses.

e If your facility must whitelist IP addresses here is the IP range for AWS.
https://ip-ranges.amazonaws.com/ip-ranges.json
o Ifyou use these IP Addresses to whitelist us, you must whitelist all that are labeled
as "region": "us-east-1". Note: This list will update periodically, and we have no
control over when it does.

Please contact your IT department for proxy configuration.

. Need Help? 817-SEC3URE (732-3873) | CustomerService.US@IntelliCentrics.com | IntelliCentrics.com 6
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2.0 Preparing SEC?URE

2.1 SEC2URE Administration

2.1.1 Add Kiosk in SEC2URE (Note: This step can be done from any computer)

= Log into https://www.sec3ure.com/ as a facility administrator.

= Under Administration, select Kiosks

= Add New Kiosk

| O IntelliCentrics

Experience SEC"URE Healthcare

Home | Profile | REPtools | REPscore | Administration

“| Manage Users

Manags Credential Overrides

= Kiosks A S Ir—r Options

4 Add New Kiosk

L Facility Branding Options

hng F Credential Requirements.
Shown are t  Exemption Request Reviews

New Kiosk.

NEW Add = New Fatility

Policy Generator

NEW ey Policy Generator
Sacred Alas|

Info Review Generator

Meeting Generator

Facility Time Zones
EmailiText Notifications

Facility Setup Wizard 4

Sacred Memeorial (Hosp Demo)

o
o
o
o

cilities. Click a kiosk name to modify it. If you would like to add a new kiosk, click on Add
figure it at the kiosk computer by following the SEC?URE Kiosk Setup Guide.

Welcome: rifle animal (ID: 778557) | Logout

Host Support Specialist: 317-SEC3URE (732-3873), Opticn 3 hostsupport@intellicentrics.com
Inside Sales: 517-5EC3URE (732-3873), Option 9 sales@intellicentrics com
Implementation Team: 217-SEC3URE (732-3873), Option 7 impl i
Concierge Overview: Not on File

irics.com

Blah Blah Blah

Darrell Test FBO

Darrell Test Photo
Install Wizard

Kiosk with Visitor Badge
Main Entry

Manual Check in
Operating Room
Purchasing

Adeel's Kiosk

Darrell Kiosk Test
DevOps Monitor
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= Type Kiosk Name

A Kiosk Names MUST be unique. We also recommend naming the kiosk by its location
(e.g., 1st Floor South Entrance, Purchasing Office Ste. 212B, Sacred Memorial East)

= Select the Facility the kiosk is located within

It is important to select the correct facility. If you enter the incorrect facility and finish
setup, you must remove the kiosk and set it up with the correct facility chosen.

= Do NOT select Patient Visitors without speaking with Host Support team.

. . Welcome: bite-sized mammoth (ID: 778557) | Logout
( ) |ﬂte||lcentI'ICS O Mow Live Chatl: Click Here

Experience SEC'URE Healthcare O Need Help? Email: HeraTeam@Intelicentrics com

O To talk to a live Rep: 817-SEC3URE (732-3873)

Home | Profile | REPtools | REPscore | Administration | Visitor Management | Help & Resources

= Kiosks Kiosks
+ Add New Kiosk

Add a New Kiosk
* Indicates required field
*Kiosk Name 1st Floor - Admin East Entrance| NG @
“Facility | Sacred Memarial DNA-ATGCT ~|
Patient Visitors [ Atlow patient visitors to also check in and print a visitor badge
Badge Printer Kiosk has badge printer attached

Custom Access-Denied Message

A

Optional message to be displayed on this kiosk to reps who are denied entry. If left blank. this default message
will be shown: "Please proceed to Purchasing to receive permission to enter. Facility personnel have been sent
nofification and are expecting your arrival "

Add New Kiosk >>

= Add New Kiosk >>
You will receive a green confirmation message, “The new kiosk was added successfully.”

Any change made in SEC2URE administration > kiosk after initial setup will require
clearing the browser cache/cookies at the kiosk computer and set up the kiosk
again. (Example: kiosk name, turning on visitor check in, etc.)

. Need Help? 817-SEC3URE (732-3873) | CustomerService.US@IntelliCentrics.com | IntelliCentrics.com 8
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2.1.2 Request Mobile Printing

IntelliCentrics provides healthcare professionals the capability to print directly from
the SEC3URE mobile application to your kiosk. To enable this feature, please

contact IntelliCentrics’ Client Success team directly. e o s

[ ]

Download the guide “SEC3URE Mobile App for Healthcare Professionals” (*PDF)
to learn more.

Moble Check in  wailable

Mobée Bacge Printingraiable

2.1.3 Optional: Setup Default Check-in Drop-down Selections

When checking into facilities, Vendor Supplier Reps and Clinical Contractors will normally enter free-form
text indicating Location, Person Visiting, and the Purpose of their visits. Facility host administrators can

instead restrict these fields as pre-defined drop-down menu selections.

e ¥ OO Download the Setup Default Check-in Selections (*PDF) guide to learn more. To

{f i‘f‘;‘:‘: enable this feature, please contact the Host Support team.

. Need Help? 817-SEC3URE (732-3873) | CustomerService.US@IntelliCentrics.com | IntelliCentrics.com
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3.0 Preparing the Browser

3.1 Browser Settings & Compatibility

3.1.1 Supported Browser Version

Note: As part of the install, the printer software installs a plug-in to any browser installed on the kiosk
computer. When the browser finds a page that tries to use the printer plug-in, it will ask the user if that
extension should be used: Select “Yes.”

SUPPORTED /
OPERATING SYSTEM | BROWSER VERSION NOT SUPPORTED
Windows 11 Pro ; .
(preferred) Microsoft Edge (Chromium) | Latest YES - Supported
Google Chrome Latest YES - Supported
Mozilla Firefox Latest YES - Supported
Internet Explorer 11 NOT Supported
All others N/A NOT Supported
Windows 10 Pro Microsoft Edge (Chromium) | Latest YES - Supported
Google Chrome Latest YES - Supported
Mozilla Firefox Latest YES - Supported
Internet Explorer 11 NOT Supported
All others N/A NOT Supported
Windows 8.1 Microsoft Edge (Chromium) | Latest YES - Supported
Google Chrome Latest YES - Supported
Mozilla Firefox Latest YES - Supported
Internet Explorer 11 NOT Supported
All others N/A NOT Supported

3.1.2 Set browser’s homepage to httDS//kIOSkInte”ICGntI‘ICSCOm

. Need Help? 817-SEC3URE (732-3873) | CustomerService.US@IntelliCentrics.com | IntelliCentrics.com 10
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3.2 Kiosk Printer Setup

IntelliCentrics offers multiple printing scenarios. We offer printing directly from:

e Mobile printing directly from the SEC2URE mobile application to the attached printer of a kiosk
o Kiosk using several protocols including USB or Ethernet

Cellular / WiFi

-

Kiosk Printing Connectivity Diagram

-

---------
-
—————

Facility’s Network

:_: ] v
s LeaTed
J""—
b’
=¥ Facility Kiosk
Computer
USB or Network

Connected DYMO

. Need Help? 817-SEC3URE (732-3873) | CustomerService.US@IntelliCentrics.com | IntelliCentrics.com
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4.0 Preparing the Printer

4.1 DYMO Printer

4.1.1 Remove existing DYMO software and folder

4.1.1.1 Delete existing Dymo software (If previous Dymo software has been installed)

Start > Control Panel > Programs > Uninstall a program > Select “Dymo” and Uninstall

4.1.1.2 Delete the Dymo folder

My Computer > C:\ Drive > Program Files > Dymo > Right Click > Delete

4.1.2 Download and install the software for the DYMO label printer

4.1.2.1 Install Dymo software for all versions of Windows

NOTE: Make sure printer is unplugged from the computer BEFORE installing the DYMO

software/drivers.

o Download the latest DYMO software for Windows to a folder on the kiosk computer from the
following website: http://www.dymo.com/en-US > Support

e Use the current DYMO software download for Windows compatibility chart:

Choose the DYMO Machine, Operating System and Version

= DYMO
Support Center
Explore Resources & A
Guides
Explore Resources & Guides
DYMO User Guides
Software Download Center
Driver & Software
Downloads
Partnership & Solution
Label Templates v
Technical Data Sheet
Online Support SDK
Mailing & Shipping v
Help Center v

htps/download dymo.com/dymoy/Software/Win/DCDSetup1.455.1.exe

Q o

Support

DYMO Software Download Center

— — LN
Find the latest official DYMO software for yﬁoﬁé mal

or printer, and simplify your labeling tasks. We make regula
updates to provide you with the best-abeling experience:"

Find the correct DYMO software using your label printer / label maker machine name or software name.
| semchiybastine | | sewch o st |
1 search by DYMO Machine
DYMO Machine
LabelWriter 550 Turbo v
Operating System
Windows ¥
Operating System Version
Windows 11 o
Download List
DYMO Connect For Desktop V1.4.5 For Windows 11 Dcwnld{y

DYMO 450 & 550 Series

Windows 10 & 11

DYMO Connectv1.4.5.1

DYMO 450 & 550 Series

Windows 8.1

DYMO Connect v1.4.3.X

. Need Help? 817-SEC3URE (732-3873) | CustomerService.US@IntelliCentrics.com | IntelliCentrics.com
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e (o to the folder the software was downloaded to and double click the
DCDSetup.1.x.x.exe file [whatever version was downloaded]

e Select “Express Installation” when prompted and follow the instructions given.

3
F2] DYMO Label Setup SN

Installation Type )
Choose an Express or Custom installation. Iﬁ

@ Express installation. Install all components for DYMO Label. (Recommended)

Custom installation. Choose which components to install for DYMO Label.
(Recommended for advanced users)

< Back m Next > ]][ Cancel

NOTE: Chrome no longer supports NPAPI plugins, like the old DYMO drivers and is currently not supported
for the DYMO printer.

o After installation of the DYMO drivers you’ll see a DYMO logo in the Notifications section of the Taskbar

u @2 8 W
® (O [B]
A 2o N
® 8
Customize...

e Click on the icon and verify the service has started
Started on port 41951

Stop service
Configure...

Diagnose...

Exit

. Need Help? 817-SEC3URE (732-3873) | CustomerService.US@IntelliCentrics.com | IntelliCentrics.com
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4.2 Printer Setup

A You are now ready to plug in the printer to the kiosk computer and power it on. Windows will then find new

hardware and install the printer.

4.2.1 Setup Printer with Paper

4.2.1.1 DYMO Setup

e Go to Start > Devices and Printers > Right Click on [printer model] and set as default printer
e Go to Start > Devices and Printers > Right Click on [printer model] > Select Printing Preferences >

Click Advanced Button on Lower Right.

e Set the "Paper Size" option to the type of labels you are using, typically it is 30256 or 30857.

DYMO LabelWriter 400 Advanced Options

=

5.5 Paper/Quiaut

@8 DYMO LabelWriter 400 Advanced Document Settings

= ]ﬁ Do

Advanced Printing Features: Enabled

Color Printing Mode: Enhanced
Halftoning: Photo Quality
=) ﬁ] Printer Features
Print Quality: Text Only
Print Density: Normal
Continuous Mode: Disabled

| 30857 Badge Label - I

Pages per Sheet Layout: Right then Down

OK

)

Cancel

AReboot the Kiosk computer.

e The printer should now be working.

. Need Help? 817-SEC3URE (732-3873) | CustomerService.US@IntelliCentrics.com | IntelliCentrics.com
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5.0 Setting up the Kiosk

5.1 Configure Kiosk

e At the kiosk computer, go to the following URL: https://kiosk.intellicentrics.com

e You will be directed to the Administrator Login page

e Login with your SEC3URE Administrator email & password

) InteliCentrics  Administrator Login

This kiosk has not been configured. Please login using your SEC’URE administrator
account to configure the kiosk. Download the SEC'URE
Mobile App

Email
ANDROID APP ON

P> Google play

Password
£ Download on the

« App Store

KN | oz

15
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e Choose the facility

\ IntelliCentrics Kiosk Registration

To register the kiosk, please select the Facility and Kiosk from the lists below

Facility

Download the SEC'URE
Mobile App

ANDROID APP ON
P> Google play

2 Download on the

o App Store
O} 410
[=1% ']
e Choose the name of the kiosk
) IntelliCentrics Kiosk Registration
To register the kiosk, please select the Facility and Kiosk from the lists below
o Download the SEC’URE
Facility Mobile App

Sacred Memorial (Hosp Demo)

Kiosk

[E12% =]
[Eva:

. Need Help? 817-SEC3URE (732-3873) | CustomerService.US@IntelliCentrics.com | IntelliCentrics.com

16


mailto:customerservice.us@intellicentrics.com?subject=SEC3URE%20Kiosk%20Setup
https://intellicentrics.com/contact-us/

@ IntelliCentrics

e Choose the printer you will be using and then select “Register”.

/\W nteliCentrics  Kiosk Registration

To register the kiosk, please select the Facility and Kiosk from the lists below

= Download the SEC'URE
Facility Mobile App

Sacred Memorial (Hosp Demo) Y ANDROID APP ON
Kiosk P> Google play
Exhibition ¥ 7 Download on the
Printer [ ¢ App Store

[l

Dymo Printer

Brother Printer

e Once registered, print your test badge.

) nteliCentrics - Kiosk Registration

The Kiosk has been registered and is ready to use
Download the SEC*URE

Mobile App
» Test badge - Checklist

£ ; ) ANDROID APP ON
Pl!nler hefrdware installed Print Test Badge = T
» Printer drivers installed » (;008[( play

=« Printer is setup in SEC'URE

« Kiosk registered c lete Set P
« Once completed press "Print Test Badge™ omplete Setup . Download on the
» If prompted allow the Dymo Plug-In fo "always run”

App Store

= After successful badge print click “Complete Setup”
= If you experience issues, please contact your concierge manager
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5.2 Printing a Test Badge after setup

If you need to test the kiosk to make sure it is still printing you have the ability.

»=  This must be done on the kiosk computer
= Open the browser to the kiosk homepage

« Ifkiosk hasn’t been set up then type the URL NttpsS://Kiosk.intellicentrics.com

and follow the steps onscreen
= Login using your facility administrator email and password
= On the following page, you can click the “Print Test Badge” button
= Your badge should successfully print.

- May 31st, 2016
) IntelliCentrics Representative Account 5217

Welcome to Sacred Memorial (Hosp Demo) - Exhibition

Download the SEC’URE
Print Test Badge s
If you experience issues, please contact ANDROID APP ON
your concierge manager » (,()QSIQ play

e I & ooiior
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6.0 Badge Styles

6.1 Identifying badge styles

The key to facility security is EVERYONE doing their part to enforce your policies. Use this guide to help your
facility employees identify the SECSURE badges so they have confidence double-checking and asking visiting
healthcare professionals about where they are supposed to be: Identify SEC?URE Badges (*PDF).

PREMIUM MEMBER BADGE

HOSPITAL

Central County Hospital
Opcrating Room

MASK

John Doe

ACME
Vendor Category
Friday May 25, 2018
Access Expires at- 2:47 PM

Mecting with De Jocgs

“Premium” SEC3URE Passport members are
either healthcare Vendor Supplier Reps or
Clinical Contract staff providing services for
your facility. Premium members are required to
keep current healthcare credentials on-file with
IntelliCentrics SEC3URE.

If you or anyone else in the facility spots the radiation symbol
@ on the badge, check to ensure the Healthcare Professional is
also wearing a Radiation Monitoring Dosimeter.

BASE MEMBER BADGE

John Doe

Office Ground Express Delivery
Vendor Category

Friday May 29, 2020
Access Expires at 2:47 PM

Meeting with Tanisha McFadden

Central County Hospital

HOSPITAL  Location: Purchasing Office

“Base” SEC2URE members are Vendor Supplier
Reps who do not keep credentials on-file with
IntelliCentrics SEC3URE. Generally, individuals
wearing this badge should only be allowed in non-
patient areas of a facility (e.g., purchasing,
receiving, etc.).

MASK During flu season (October — through — March), SEC3URE
badges display the word “MASK” for anyone who has
not received the current seasonal flu vaccine.

The flu is a highly contagious disease that can be spread
before symptoms appear. Wearing a mask helps prevent

the spread of the flu virus.
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7.0 Troubleshooting
7.1 FAQs

Q: lupdated settings in my kiosk and they are not showing up.

A: Any change made in SEC3URE administration > kiosk will require clearing the browsing history >
cookies at the kiosk computer and setting up the kiosk again. (Example: kiosk name, turning on
visitor check in, etc.)

Q: My kiosk was working fine and suddenly it stopped printing, what should 1 do?

A: A setting in the browser may have changed. Reset the browser to default settings and re-configure the
kiosk at https://kiosk.intellicentrics.com. Steps to complete this are different in for each browser, please
follow instructions in the appropriate link below.

@ Microsoft Edge @ Google Chrome

o Mozilla Firefox

A: Check to see if any security updates were pushed from IT or Microsoft. Updates can often
eliminate settings.

SEC3URE does not push any settings to any facility kiosk.
Q: The kiosk is showing “Internal Server Error,” what should | do?
There could be two reasons:

Al: Another computer or browser has hijacked the Kiosk Name or instance. The first recommendation is
to ensure no one else in the facility is attempting to reconfigure kiosk computers or switch internet
browsers used to run the kiosks.

Next, on the kiosk computer, wipe all browser histories clear (esp. cookies), select only one
(recommended) browser, and then reconfigure the SEC3URE Kiosk on the kiosk computer
(see 5.1 Configure Kiosk). You should not have to reinstall printer drivers or Adobe Reader.

Additional explanation: Unique identifiers are embedded with the cookies when the SEC3URE Kiosk
is initially setup on the kiosk computer using one internet browser. If anyone attempts to use another
internet browser, or another computer entirely, using the same Kiosk Name/Location, a different
identifier is embedded with the cookies.

A2: Though extremely rare, there may be a temporary problem with the servers. If this is the case, we will
post a service bulletin through SEC3URE while we resolve the issue.
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Q: Why did you discontinue support for Brother label printers?

A: The Brother label printers could only be setup and configured using Microsoft Internet Explorer 11
(IE11). Since Microsoft discontinued support for IE11, we can no longer recommend Brother label
printers for use with the kiosk.

Q: lam unable to install any software on the kiosk computer.

A: Your internal IT department may need to support software being installed. Please contact them for
support.

Q: Is it possible to use a tablet or netbook as the Kiosk computer?

A: Yes and No. Android and Apple tablets and netbooks do not have the hardware requirements
necessary to securely connect to SEC3URE. Windows tablets can be used if the machine is running full
Windows 10 “Pro” and has the connections for a printer and keyboard.

Q: Does IntelliCentrics support third-party kiosks?

A: Yes and No. Most third-party kiosks will work with our service, but they must follow the requirements
laid out within this Kiosk Setup Manual. If the third-party kiosk does anything different (e.g. customized

home screens, touch screen keyboards, etc.) than what is laid out in this guide we cannot guarantee they
will work.
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7.2 Printing FAQs
If you have “printer hardware” issues, please contact the manufacturer of the printer you are using.
Q: Why is my printer not printing anything?
A: Check the hardware

e Power cord plugged into printer
e USB cable plugged into computer
e Printer is turned on

A: Ensure settings are correct

e DYMO printer is set as default
e URL is pointing to https://kiosk.intellicentrics.com
e Ensure no software on the kiosk is restricting the website such as antivirus or firewall settings

A: Ensure the latest Adobe Reader is installed and the plugin is enabled
Q: Why is my badge only partially printing?

A: Ensure badge label number is correct for DYMO printer

e Go to Start > Devices and Printers > Right click on [printer being used] > Printing Preferences >

Advanced > Paper Size: 30256/30857
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